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References 

In this Privacy Collection Statement, references to “Factor UTB”, "we", "us" and "our" are references to 
Select Utilities trading as Factor UTB (ABN 21 672 733 685). 
 

Purpose 

Factor UTB is committed to protecting your privacy and complying with the Privacy Act 1988 (Cth) (Privacy 
Act) and other relevant laws in relation to the management of personal information. 
This Privacy Policy (Policy) describes how we collect, hold, use and disclose your personal information and 
should be read together with our Customer Charter. 
 

What is personal information? 

When used in this Policy, "personal information" has the meaning given in the Privacy Act. Generally, it 
means any information or an opinion that could be used to identify you. 
 

How do we collect personal information? 

We may collect your personal information if you: 
 contact us over the phone, in person, by email or webchat, or through social media; 
 participate in questionnaires, public or closed surveys; 
 interact with our website, mobile application and social network accounts (such as Facebook, 

Twitter, YouTube, Instagram or LinkedIn – the social network providers will also handle your 
personal information for their own purposes and have their own privacy policies); 
 

This collection may be required to allow you to: 

 join our website as a registered user; 
 receive information from us including alerts via email or SMS communications; 
 use our website and mobile application. 

 

What personal information do we collect? 

The personal information we request from you will depend on the purposes for which we are collecting it, 
but may include: 

 your name; 
 your contact details including your address, telephone number and email address; 
 your preferences for receiving further information about our activities; 
 demographic information such as your location; and 
 information to verify your identity for security purposes. 

 
Where possible, you have the option of interacting with us anonymously (for example, as a visitor of the 
website) or using a pseudonym if you feel more comfortable dealing with us that way. For example, if you 
contact us directly by telephone with a general question, we will not ask for your full name unless we need it 
to answer your question. 
 
Wherever possible, we will try to collect personal information from you directly, rather than from another 
person or source, unless it is unreasonable or impractical to do so. 
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Collecting information from third parties 

There may be occasions when we collect personal information about you from a third party, for example, 
from our Support Service provider, IT or telecommunications provider or our delivery partners. These third 
parties also have their own privacy policies. 
 
For example, if you call our Support Service, we may collect call information and/or telecommunications 
data from our telecommunications provider and disclose it to our Support Service provider so they can 
effectively manage the service. 
 

How does Factor UTB use your personal information? 

We only use or disclose your personal information for the purposes for which you gave it to us, or for a 
secondary purpose if permitted by law, which includes: 

 where you have consented to that purpose; 
 where you would reasonably expect us to use or disclose your information for that purpose, and 

where that purpose related to the primary purpose of collection (or, in the case of sensitive 
information, directly related to the primary purpose); 

 where required or authorised by or under an Australian law or a court/tribunal order; and 
 where a permitted situation exists under the Privacy Act, such as lessening or preventing a serious 

threat to the life, health or safety of an individual, or to public health or safety, or locating a person 
reported as missing. 
 

The purpose for which we will use or disclose your personal information will depend on the purposes for 
which we are collected it, but may include the following purposes: 

 to provide you with services; 
 to allow you to obtain access to the interactive elements of our mobile applications and website; 
 to provide you with a more personalised experience on our mobile applications and website; 
 to help you reset or recover your password for our mobile applications and website; 
 to provide you with the information, or resources you have requested; 
 for internal administrative purposes; 
 to respond to enquiries in relation to the Factor UTB services; 
 to update our records and keep your contact details up to date; 
 to send you communications about our programs, events, or activities if you have agreed to receive 

our emails in accordance with your communication preferences (you will be provided with an 
opportunity in each email to decline to receive any further emails from us by unsubscribing 

 to understand how you interact with us by recording information about you in a Customer 
Relationship Management system 

 if you lodge a complaint or query with us, to process and respond to your complaint or query. 
 

Disclosure of personal information 

We may disclose your personal information to third parties who assist us to provide services or to whom we 
outsource services, for the purpose of providing services to you. For example, we may disclose your personal 
information to: 

 our administrative service providers (such as IT services providers, telecommunications providers, 
analytics service providers and payment processors); 

 our marketing service providers (such as email automation providers and mailing houses); 
 our professional advisors (such as accountants, auditors and lawyers) and insurers; and 

 
We take every effort not to directly disclose personal information to recipients located overseas without 
your consent. 
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Some of our third-party service providers may store personal information overseas when providing support 
or other services. For example: 

 traffic information is disclosed to Google when you visit our website and mobile application - Google 
stores information across multiple countries; and 

 when you communicate with us through a social network service such as Facebook or Twitter - the 
social network provider and its partners may collect and hold your personal information overseas 
across multiple countries. 

 

Security of your personal information 

We take reasonable steps to ensure the security of all information we collect, including that the information 
is protected from misuse and loss and from unauthorised access, modification or disclosure. 
In addition, we take reasonable steps to destroy or de-identify your personal information once we no longer 
need it or have been directly instructed by you to permanently remove or supress your personal 
information. 
 
Our security measures for storage of personal information include:  

 Encryption is applied for data in transit and at rest.  
 Access controls: Role based access controls are implemented to ensure least privileged access to 

assets and information.  
 Multifactor authentication is applied to internal facing applications that are used by Factor UTB 

staff.  
 Secure offices: Secure swipe card access to our premises ensures Factor UTB is adequately protected 

from deliberate or unauthorised physical access.  
 Regular security audits: Cybersecurity, data and information management and privacy are regularly 

reviewed as part of Factor UTB’s internal audit program.  
 Penetration testing: Occurs across the Factor UTB corporate network and web applications.  
 Staff training: Mandatory best practice and awareness staff training occurs on cybersecurity and 

privacy annually.   
 

Factor UTB take reasonable steps to ensure the security of all information, but no transmission or storage of 
data can ever be guaranteed to be fully secure.  
 
 
Our website and mobile applications 

Cookies 
In some cases, we may also collect your personal information through the use of “cookies”. When you access 
our website, we may send a “cookie” (which is a small summary file containing a unique ID number) to your 
computer or internet enabled device. This allows us to recognise your computer or internet enabled device, 
and whether you have already registered and greet you each time you visit our website. It also enables us to 
keep track of services you view so that, if you consent, we can send you news about those services. 
 
We also use cookies to measure traffic and engagement patterns, to determine which areas of our website 
have been visited. 
 
We use this to research our website visitor’s habits and what they are looking for and accessing, so that we 
can continually improve our services, programs, content and resources. 
 
We also collect your device’s last known IP address and, if you are a registered user, store it against your 
website profile.  
 
If you do not wish to receive cookies, you can set your browser so that your computer does not accept them. 
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Analytics tools    
Our website and mobile applications use analytics tools that collect information about:  
 

 how you interact with and use our website and mobile applications (such as how long you visit, 
which pages you visit and where you visited from);   

 the device you use to access our website and mobile applications;   
 whether you have a social media account and are logged into your account; and  
 whether you open our marketing emails and/or QR codes and whether you follow those links.  

 
These tools do not identify you or associate your internet protocol (IP) address with any identifying 
information.   
 
We use the information collected by these tools to help us understand:  
 

 how you use our website and mobile applications and therefore improve the content and design of 
our website and mobile applications and our other services. 

 
These tools transmit the information they collect to the servers of the third party who provides the tool. By 
using our website and mobile applications, you consent to Factor UTB disclosing this information to those 
third parties, who may use information about you in the manner described in their privacy policies. You can 
opt out of these tools by using the opt-out mechanism provided by the relevant third party or by disabling 
cookies and JavaScript in your browser settings. 
 
 

How to verify or correct your personal information 
 
If the information we hold is incorrect, out of date or incomplete, even when not required by law, contact 
us: 
Email: support@factorutb.com.au 
Post: Attention: Head of Network & Customer Service 

Factor UTB, Level 2, 89/92 South Terrace, SA 5000 
 
This Privacy Collection Statement was last updated September 2025 and may change from time to time. Any 
updated versions will be posted on our website www.factorutb.com.au and will be effective from the date of 
posting.  


